
First Officer Response First Officer Response 
to Computer Crime to Computer Crime 
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Discussion AreasDiscussion Areas
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So What Do I Do?So What Do I Do?
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Education of ComputerEducation of Computer
Forensic AnalystsForensic Analysts
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Three Principles of Analyzing Three Principles of Analyzing 
Electronic EvidenceElectronic Evidence
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Forensic Analysis of ComputersForensic Analysis of Computers
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Abilities of Forensic AnalystsAbilities of Forensic Analysts
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Cyber Crime ChallengesCyber Crime Challenges
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Addressing Cyber ChallengesAddressing Cyber Challenges
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Child Sexual Child Sexual 
AbuseAbuseAbuseAbuse

(a.k.a. Child 
Pornography)

Book cover reproduced with permission 
from the author, Claire R. Reeves.       

http://www.sexualabuse.ws
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Child Sexual Abuse Offences
Bill C-2 (In Effect Nov. 1, 2005)
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Holly Jones HomicideHolly Jones Homicide
Victim of OnVictim of On--Line Child PornographyLine Child Pornography
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Holly Jones Holly Jones –– Toronto, OntarioToronto, Ontario
"���,(��(--4
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VoyeurismVoyeurism
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VoyeurismVoyeurism
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Frauds Frauds –– Section  380 ccSection  380 cc
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Types of FraudsTypes of Frauds

� ,';--�
���������:���	

� �
����1����
	

� ���<������
�������� � 

�����:�����	

� 1����
�

� ���<������
��������
�
���

� ���	�����
����	



�4

PhishingPhishing
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I.D. TheftI.D. Theft
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ElectronicElectronic

HarassmentHarassment
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Criminal Harassment/StalkingCriminal Harassment/Stalking
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Threats  &  Cyber Bullying
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TerrorismTerrorism
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Organized CrimeOrganized Crime
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Mischief, Theft, ExtortionMischief, Theft, Extortion

� "�	�������������
� 3�	�
���������������� 3�	�
���������������
� �����������

� 
������������
� &�������������
� &�����������������



�2

Hate CrimesHate Crimes
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Cases Involving ComputersCases Involving Computers
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Shaila BARI HomicideShaila BARI Homicide
July 17 th, 2003 @ 2:00 a.m. – Fredericton, NB

• Estranged husband visits her apartment.  While inside the 
apartment, he beats and smothers Shaila with a pillow.

• During trial, the accused says he dropped by her apartment 
at  3 a.m. and she was awake and listening to her music on 
her computer.

• Forensic analyst examines the computer of Shaila and 
determines it was last shutdown (turned off) at 1:17 a.m.

• This ‘digital footprint’ aided in the murder conviction of her 
estranged husband.
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BTK Wichita Serial KillerBTK Wichita Serial Killer
;�� After 25 years of killings, arrested in Spring of  
2005 and charged with murder ten people in 
Witchita, Kansas

*  In Feb. of 2005, RADER gave a note on a Floppy *  In Feb. of 2005, RADER gave a note on a Floppy 
Disk to the Wichita Fox News

*  Police Forensic Examiners examined the Disk to          
discover a deleted letter on a Church letterhead

*  When Police contacted the Church, it was revealed     
that Rader that Rader was the President of the Council 
within the Church.

*This ‘digital footprint’ aided in the arrest of RADER.
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Infant HomicideInfant Homicide

• On April 12th, 2004, two year old girl passed away after she lay for t hree days dying 
on the chesterfield in her home

• Dying because her mother poisoned her by forcing her
to drink a powerful cleaning solution  “WD -40”  to drink a powerful cleaning solution  “WD -40”  

• While her daughter was still alive, police investigators 
hear rumour that the mother is searching the internet under 
the search title, “WD-40 can it kill you?”

• Computer forensic analysts examine the mother’s
computer by keying in a search phrase, “WD-40 can it kill you?”

• Analysts located 8 different web sites revealing the query, the associated dates and viewe d                      
the dangers of drinking “WD-40”.  
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What Are Police Doing?What Are Police Doing?
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Electronic Evidence GadgetsElectronic Evidence Gadgets
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Electronic GadgetsElectronic Gadgets
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Electronic GadgetsElectronic Gadgets
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USB Storage GadgetsUSB Storage Gadgets
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USB Storage GadgetsUSB Storage Gadgets
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Electronic GadgetsElectronic Gadgets
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Peripheral Computer DevicesPeripheral Computer Devices
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LEGO Computer’s ??LEGO Computer’s ??
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Unique ComputersUnique Computers
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Unique Computers
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Computer Contamination Computer Contamination 
by employeesby employees
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What gets Contaminated?What gets Contaminated?
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Is the Computer OFFOFF or ON ON ?
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Seizure of Portable Seizure of Portable 
Communication Devices/LaptopsCommunication Devices/Laptops
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Chain of Custody Chain of Custody 
for IT Administratorsfor IT Administrators
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Evidence Gathering Evidence Gathering 
for IT Administratorsfor IT Administrators
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#:

What evidence needs to be collected What evidence needs to be collected 
relating to suspicious activities?relating to suspicious activities?
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Packaging, Transportation Packaging, Transportation 
& Storage& Storage
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In Conclusion…In Conclusion…
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Thank you!Thank you!

Cpl. Chris MacNaughtonCpl. Chris MacNaughton
RCMP Atlantic Region Integrated RCMP Atlantic Region Integrated 
Technological Crime Unit Technological Crime Unit Technological Crime Unit Technological Crime Unit 
Fredericton, N.B.    CANADAFredericton, N.B.    CANADA

chris.macnaughton@rcmpchris.macnaughton@rcmp--grc.gc.cagrc.gc.ca
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